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SweynTooth Bluetooth Vulnerabilities
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Description

on February 2020, a set of 12 vulnerabilities, named “SweynTooth,” associated with a
wireless communication technology known as Bluetooth Low Energy (BLE). BLE allows two
devices to “pair” and exchange information to perform their intended functions while
preserving battery life.

Product Status

After thorough analysis, SuperSonic Imagine’s Teams have concluded that no products are
impacted by the SweynTooth vulnerabilities.

Additional Information:

For additional information on these vulnerabilities, please visit:
e |CS Alert (ICS-ALERT-20-063-01)
e FDA Safety Communication on SweynTooth

e FDA news Release: FDA Informs Patients, Providers and Manufacturers About Potential
Cybersecurity Vulnerabilities in Certain Medical Devices with Bluetooth Low Energy

e Singapore university of Technology and Design vulnerability Disclosure

For further information on product’s security please visit our product security page:
https://www.supersonicimagine.com/security
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